
Cyber Security Tips While Working Remotely 

  

 

 

The next several months will offer challenges for nearly every person around the world as 

normal routines are uprooted by the coronavirus.  In our district, as with districts around the 

country, children and teachers will be collaborating remotely and the majority of workers in 

school districts will be doing their jobs from home.  

 

 

To ensure your own cybersecurity, please follow the steps below to avoid being hacked.  Also, 

remember to keep good cyber hygiene. 

 

 

1. Passwords - Still remain the frontline defense for accessing critical data and 

applications. 

● Ensure that your home router password is not easily guessed and does not 

include your home address or personal names. 

● Enable multi-factor authentication (password + one other requirement such as a 

text message) whenever possible.   

 

 

2. Patches - Operating system security patches must be accepted and kept up to date. 

● Employees are required to have their operating systems set to automatically 

update. 

● Reminding employees to accept all relevant security patches 



3. Phishing - As the number of individuals that are working online from home over the 

upcoming weeks increases, the more we can expect an increase in online scams, social 

engineering, and phishing attempts.  Remember that hackers and criminals will use 

concerns about virus spread. 

● Always “mouse” over the email sender’s name to determine the sender’s true 

origin to ensure the sender’s name is not fraudulent. 

● The majority of individual ransomware emails are fake.   

● If you receive a phishing email, please contact the ECISD technology department 

to verify the email. 

 

 

4. Social Distancing - Even though it may sound strange, social distancing does work 

online also. 

● Limit the amount of personal information you are sharing on social media to 

reduce your threat landscape. 

● If you need to share data, please share all data via an online secure cloud 

application.  USB memory sticks should not be used to share data as they can 

also spread malware. 

 

 

Remember if you have any questions or concerns during this time that we are all working 

remotely, please feel free to contact the East Central ISD Technology Operations department at 

210-634-6550 and we will be happy to assist you. 

 

 

 

 

 

 


